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Inviting friends is simple when
choosing them from the address
book on your phone.

Otherwise, you'll have to type
contact info individually.

Use Address Book

Contexts

“Cluster” Would Like to
Access Your Contacts

This allows Cluster to let you choose
which friends to invite to shared
photo albums.

Don't Allow OK




Permission Interfaces

HJ Maps

vou want to install this
application?

v Services that cost you money "WhatsApp" Would Like to
Access Your Contacts

v Your location WhetzAp = syres only 3hone numbers

from yau- addrass anok ta \Whasshop
servars Lo halp you connact with otha-
WhatsApio uzers,
v Network communication

Don't Allow OK
v Your accounts

Permission interfaces have become better (compare Felt et al. 2011,
Felt et al., 2012 to Wijesekera et al., 2015, Wijesekera et al., 2018)



Understanding Users
Type of recipient

* App management user interfaces can
have the potential to allow social
contextual norms to form and change

o\\e know context matters to users Y

Access Your Contacts

(Martin & Nissenbaum, 2016; Martin &

from you~ addrass anok ta Whatshop
servars Lo halp you connact with otha-

Shilton, 2016; Shvartzshnaider et al.
2010) ST

e But we need to understand how
users form normative decisions
around complex contexts

Purpose Information



Methodology

e Using an existing 2012
dataset of 800 Amazon
Mechanical turkers

surveys about 1,200

applications

e Participants were

presented wit
scenario that
actual apps a
permissions
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The app (name, pictures,
description, category)

Permission type (precise
location, contacts, ...)

Purpose (Advertising, ...)

Comfort score (very comfortable,
somewhat comfortable, somewhat
uncomfortable, very uncomfortable)



Categories

Actor Dependent Norms

Medical

Arcade & Action
Shopping
Entertainment
Business

Productivity
Travel & Local
Media & Video
Sports Games
Books & References
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Mean comfort score

On average, the comfort
score Is correlated with
the category
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Permission: “Record
Audio” Purpose:
“Internal”
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Permission: "Read
Phone State® Purpose:
"Mobile Analytics”



Standard diviation of comfort scores
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A Model of Normative Decision-Making

Evaluating
requesl

IS an
exceptional
case

yes

no

Conforms
to general
norms?

Conforms
[o domain
norms?

yes
Accept
request
no
yes
Reject
request
no
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DISCUSSION

* Contextual Integrity as a Descriptive Theory
* Extreme and normative cases

* Dynamic context framing: General and domain
NOrmMs

* Implications for design:
* Interactions that signal extreme cases

* Social cues that encourage applying and
questioning social norms
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Thank youl!





http://toch.tau.ac.il/
mailto:et442@cornell.edu

